A Quick Tour of a SekChek Report: 1 of 8

An overall rating of your system's security controls...

SekChek’s reports provide a convenient, objective and
consistent assessment of your organisation’s security controls
Security Analysis: World Communication in a format that is easy to read and interpret.

System: ZEUS (olympus.com) : : H
AnalysisDate:  20-0¢t2008 CONEIDENTIAL Assessments, which are based on your particular industry

sector, compare and benchmark vyour security against
dynamic, real-life industry averages and leading practices for
security.

Rating Against industry Average

? ) | The picture shows the optional summary document available
with the SekChek Classic service. The document provides you
Overall Comments with a consultant’s overall rating against your industry peers
that use systems of a similar size and technology.
Owverall, security is above average compared with other Windows Domain Controllers running Active Directory
usedinthe Communications sector. SekChek’s analyses include several layers of reporting
;I'eh;uzla:rrg;nsiis;ratorshouldconsiderchangingthe passwordforthose accounts with Administrative Authority on a designed for different audiences:
The machine does not have the latest Service Pack for Windows installed. The latest is SP2. " An overall rating, graphical and text-based summaries for
senior, non-technical management. These reports provide
Report Highlights a perspective on how your security ranks against your

industry peers and help you to quickly determine whether
security is improving or weakening over time.

Comments

System Policy settings are generally OK. However, = Comprehensive exception reports with implications, risk

*  Theclientcould consider renaming the Administrator and Guest accounts. ratings and recommended actions for technical personnel
responsible for correcting highlighted weaknesses in
controls.

This rich collection of data provides you with a clear view of how your security compares against real-life averages and leading practices in your
particular industry sector.

SekChek benchmarks your security against a rich and ever-changing database of anonymous security data, categorised by industry sector,
geographical region, computer platform and system size.
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Benchmarking against real-life industry averages and leading practices for security...
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SekChek’s unique and dynamic statistics
database contains more than 30 million
individual security measurements
compiled over 10 years from:

= More than 60,000 computer systems
and domains...

= Running MS-Windows, Active
Directory, 0S/400, UNIX and Novell /
Netware...

= |Located in more than 110 countries
and used in...

= 22 industry sectors.

SekChek reports support and measure
the efforts of professionals in internal
audit, external audit and information
security.

They also reduce the cost and burden of
compliance with industry specific
legislation.
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More than 40 detailed report sections...
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This picture shows the content of a SekChek for
Windows report.

The report contains more than 40 sub-sections

spanning all aspects of security for an entire Active
Directory domain.

For example, reports include:

= Domain-wide policies, such as password
lengths and intruder detection settings

Audit log settings, which indicate the type of
events being logged by your system

= Exception reports for all user and group
objects, which highlight high risk accounts that
do not comply with your security standards

Group policy objects and settings linked to
Organizational Units and Sites

FSMO roles held by domain controllers on your
system

The status of services and drivers running on
the system

Installed hot-fixes and service packs

Access permissions defined on sensitive files,
directories and registry keys
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Multiple reporting levels...

Comparisons Against Industry Average and Leading Practice (Contis™

Administrator Rights

Password not required to logon
Passwords never expire

RAS disk-in privilege

RAS users without callback

RAS users-Administrator sets callback nbr
RAS users can setown callback nbr
Password not changed in the last 30days
Password not changed in the last 60 days
Password not changed in the last 90 days
Password not changed in the last 180 days
Invalid logon sttempts greater than 3
Locked out accounts

Disabled accounts

Notlogged in last 30 days

Notlogged in last 60 days

Notlogged in last 50 days

Not logged in last 180 days

Never logged in

No specific logon profile

Not restricted to specific workstation

No logon script

No home directory

, 30 Days and Older

H7% (70) have Not had Meir passwords changed in e last 60 days
(F *  97% (70) have not had Bl passwords changed in e Last 90 days
*  57T% (41) have not Nad el passwords Changed in he last 180 days

Exciuding Disabied Accounts

B5% (61) of 1he usar ACCOUNES ON YOU GHMAIN have N0 AT el Passwords changed in the last 30 days
* 5% (61) have NGt Nad Tl passwOrds Changed in e Last 60 days

o 5% (61) have not had Dk passwords changed in T last 90 days

*  46% (33) have not had Mei passwords changed in Te last 180 days

o Accounts
100% (9) of the 3OMiniskator accounts on your Soman have not had Bel passwords changed n the last 20 &7
/

Y,
100% () have not had Hedr passwords changed in the last 60 days
00% (%) have not had Melr Dasywords chanded in Tie last 50 days
(8) have not had e pasIwords changed in v Last 100 days

s (Exciuging Disabled Accounts)
pinustrator accounts on your domain have not had Mew passwords d

ahanged

Section Detail

Password Path  Accouns  Privieoe
Age(dars) Staie
2027 SUPPORT_J3804530 Users D User
1272 Admenistator 6rs Adminisyator
1212 ADertE Users User
1272 BrianM Users User
1272 Brucel Users Adminisyator
1212 Users Administrator
1212 ElenaB Users User
1272 Erss Users Adminisyator
1272 GBates Users D User
1212 irbigt Users O User
1272 Manas Users User
Shawnk Users

Ve e Users User
1 Users User

o% 20% 4o% 0% 766 Davwed Users User

% of Total User Accounts J68 Jenna) Users User

This graph compares against the industry average using the following
Country = <All>, Industry Type = Communications; Machine Size (Nbr of Accounts) = Very Smail

() Better than the industry average. [l Worse than the industry average

criteria:

The picture illustrates the multiple
reporting levels provided by SekChek.

The chart provides a convenient and easy-
to-read summary of the most important
properties defined on security objects on
your system. It provides a high level view
of security and uses colour to indicate
whether a specific control is above or
below the average for your industry
sector.

The text-based summary provides the
numbers behind the percentages on the
chart for various categories of account.
Examples include values for all user
accounts, active accounts only and
separate reports that isolate higher risk
Administrative accounts.

Of  course, SekChek's high level
summaries are supported by
comprehensive detailed reports presented
in a familiar tabular style in MS-Word,
Excel or Access file formats.

The detailed reports provide the
information you need to identify
exceptions and specific weaknesses, so
you can take the necessary corrective
action to correct the problem.
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System-wide security policies...

1.1 Comparisons Against Industry Average and Leading Practice 1
Summary of Domain Accounts Policy Values

3. Domain Accounts Policy

Minimum Passwoed ‘Qnm'.- Thes repon kst e YOUF SySIM 3NQ COMPITES Tiem with Leadng
s
Effective Minimum Password Length*** Palicy Policy Yalue  Leading Pracice
m— Misimam Password Leng® T
Maximum Passwoed Age®®® . Eloctive Misimem Password 7 T
™ > M - Maximem Password Age In Days L) [ b
inimum Password Age o Misimem Password Age In 1
Password Mistory Size** v y S L) ,:ﬁs—"—
Complexiny Erabled
Password Complexity™ 7 oo ereoriniy ! T
[ 4| vo— Lockout )
Reversible Password Encryption®* Y Reset Lockost Counter s Minutes Ay
ja—a Force Whea Logon Time Expires [ Thsabled Enabled
Lockout Duration** A Rename Administrator Accosmt Not Defned | New Fame
P Rename Geest Accosnt ot Defried | NewFome |
Lockout Thresholg* * : Alvwlnrcbd‘::'o;ﬂ Adminlswaor ‘a'w- [Disabled  |Eabled |
Prevest Tran asswoeds i Clear Text Disabled Enabld
ResetLockout Counter** (N : Disable  Password for  Machine [Tisabled | Tisabled
Force Logoff When Logon Time Expires® E’

Laading Fracuce It e standard adopied by e 100 10 1o 20 percent of organisationn

Allow Lockout of Local Administrator Account®

Prevent Transfer of Passwords in Clear Teat*
Disable Pasword Changes for Machine Accounts®

This graph compares the Domain Accounts Policy values 30ainst the INSustry average using he following criteria
Country = <All», Industry Type = Communications, Machine Size (NDr of Accounts) = <All>

This picture illustrates the different
ways that SekChek presents system-
wide policy settings.

The summary chart provides a quick
and easy-to-read assessment of the
strength of your system-wide policies,
including how those policies compare
against those used on similar types of
system employed by vyour industry
peers.

Certain policies only have two possible
settings (on or off), while other policies
can be set to any value within a
predefined range.

SekChek’'s summary graphs are
supported by detailed reports, which
compare a policy’s current setting
against the leading practice for the
control that is implemented by other
organisations in your particular
industry sector.
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Quick answers to common questions...

2 Answers to Common Questions

The tollowing chans are intendedio provide quick
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How active are user accounts?

The charts indicate when accounts were last used 12 10pon 13 he Syslem. Grocped by o sccourts aed acuues
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This report section provides you with
quick answers to the most common
questions about security.

The pie charts typically exclude accounts
that do not pose an immediate threat to
security because they have been disabled
by an Administrator or locked by the
system. As such, they provide a
perspective of security that is closer to
real risk, rather than measuring a
deviation from a security standard.

The charts also present separate views for
normal, regular user accounts and higher
risk accounts with administrative
privileges.

If an account property is not replicated
across domain controllers, SekChek
provides an option to query all domain
controllers, so you can view the property's
latest and most current value.
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System configuration settings...

- alanils ﬂon - —
Syst

In addition to security-related controls,
SekChek also analyses many system
configuration and hardware-related
settings.

Some examples include:

Information about the OS and
computer, such as the system’s time
zone, serial number, manufacturer,
service pack, BIOS version and last
boot-up time

System recovery options, which control
how the system will respond in the
event of a hardware or software failure

Hardware specifications and features
supported by a system’s disk drives,
network adapters and processors
(CPUs)

Speed and resource availability settings,
such as the available free space on disk
volumes and the current and maximum
sizes of page files and virtual memory
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Explanations, Implications, Risk Ratings, Recommendations...
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Notes

This last picture illustrates how SekChek reports
can help you to quickly understand and respond
to exceptions and weaknesses highlighted by

Account Name This name s unigue Nhe doman

contaness of OIpINCININY NS ¢
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your report.

Each section of your report contains details of:

Implications; a Risk Rating; and Recommended
Actions.

Implications - explain why a control is important

and how it impacts on the security of your
system.
Risk Ratings - indicate the importance of the

control relative to other security controls.

Recommended Actions - provide you with useful

advice and actions you should take to address
weaknesses in your controls.

This concludes the brief tour of a SekChek report.

Please let us know if you have any questions. You are also welcome to download the sample reports on our web site.
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